
End-to-End Security for IBM System i



SEA - Software Engineering of America provides the iSecurity

solution which is the most encompassing, insightful and 

user-friendly security solution for the System i market. 

The product’s well thought-out and developed protective

mechanisms are uniquely engineered for the System i server 

environment, greatly minimizing any interference with the

server’s on-going production needs. All products are defined,

developed and supported by System i experts which provide

them with critical, intimate knowledge of the OS and its 

related technologies. iSecurity’s development has been

enhanced by the capture and integration of customers real

world requirements during the design phase.

iSecurity provides users with solutions meeting SOX

(Sarbanes Oxley), HIPAA, GLBA and similar recognized 

standards and requirements. With iSecurity, SEA defines 

the standard for System i security!

PRODUCT SUITES

iSecurity consists of distinct modules to meet the full scope of

System i security requirements. To relate more effectively to the

specific needs of various customer and application segments,

these modules have been grouped into suites.

The iSecurity suites are aimed at top-tier, corporate customers 

as well as small and medium sized enterprises. These “one 

price tag” suites assure customer specific ROI; no other 

product fits these requirements of the System i market pyramid.

SYSTEM OVERVIEW

iSecurity Platinum and Gold are uniquely tailored for enterprise 

and medium to large organizations requiring maximum protection

for their System i computing environment.

iSecurity Silver is tailored for small businesses without an on-site

system administrator. It gets them up and running quickly, with

maximum security protection.



SYSTEM i SECURITY

MODULE & DESCRIPTION

Assessment

Comprehensive analysis and reporting of server security status,

pinpointing risks.

Firewall

IPS (Intrusion Prevention System). The only System i solution that

covers 100% of all security-related exit points.

Screen

Session Time Out module for interactive projects (green screens).

System Control

Monitor System i environment - CPU, disk space, jobs, and 

message queues.

Audit

Presents all current System i activities and initiates responses 

to potential threats, in real-time, in a convenient, readable and 

simple format. Includes a powerful report generator with over 100

predefined reports.

View

Conceals sensitive record and field data from unauthorized users,

without requiring any modifications to existing applications.

Action

Highly sophisticated IDS (Intrusion Detection System) module

including warnings and automatic action triggers.

Anti-Virus

Real-time Anti-Virus module customized for System i.

Password

Prevention and reporting of password-related security issues.

Capture

Silently captures and documents user screens for tracking and

surveillance, without affecting system performance. Can run in

playback mode and can be used to search within texts.

Journal

Automatically helps manage database changes by documenting

and reporting exceptions made to the database journal.

Visualizer

Business Intelligence module used for immediate graphic display

analysis of data accumulated by iSecurity’s Firewall and Audit

modules.

FileScope

Provides a quick, efficient method for viewing, scanning, printing

and changing the contents of records in all types of file formats.
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